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Kali Linux

About the Tutori al

Kali Linux is one of the best open-source security packages of an ethical hacker, containing
a set of tools divided by categories. Kali Linux can be installed in a machine as an Operating
System, which is discussed in this tutorial. Installing Kali Linux is a practical option as it
provides more options to work and combine the tools.

This tutorial gives a complete understanding on Kali Linux and explains how to use it in
practice.

Audi ence

This tutorial has been prepared for beginners to help them understand the fundamentals
of Kali Linux. It will specifically be useful for penetration testing professionals. After
completing this tutorial, you will find yourself at a moderate level of expertise from where
you can take yourself to the next levels.

Prerequisites

Although this tutorial will benefit most of the beginners, it will definitely be a plus if you
are familiar with the basic concepts of any Linux operating system.

Copyright & Disclai mer

a Copyright 2018 by Tutorials Point (I) Pvt. Ltd.

All the content and graphics published in this e-book are the property of Tutorials Point (I)
Pvt. Ltd. The user of this e-book is prohibited to reuse, retain, copy, distribute or republish
any contents or a part of contents of this e-book in any manner without written consent
of the publisher.

We strive to update the contents of our website and tutorials as timely and as precisely as
possible, however, the contents may contain inaccuracies or errors. Tutorials Point (I) Pvt.
Ltd. provides no guarantee regarding the accuracy, timeliness or completeness of our
website or its contents including this tutorial. If you discover any errors on our website or
in this tutorial, please notify us at contact@tutorialspoint.com
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1. Kali Linuxg Instalation & Configuation

Kali Linux is one of the best security packages of an ethical hacker, containing a set of
tools divided by the categories. It is an open source and its official webpage is
https://www.kali.org.

Generally, Kali Linux can be installed in a machine as an Operating System, as a virtual
machine which we will discuss in the following section. Installing Kali Linux is a practical
option as it provides more options to work and combine the tools. You can also create a
live boot CD or USB. All this can be found in the following link:
https://www.kali.org/downloads/

BackTrack was the old version of Kali Linux distribution. The latest release is Kali 2016.1
and it is updated very often.

&« ) 4 wong w = £ O -

[KALI] e e a

Our Most Advanced Penetration Testing Distribution, Ever.

P TEMELR

zur”e“Marketblace, eekly 180 Builds

=

To install Kali Linux —

91 First, we will download the Virtual box and install it.

1 Later, we will download and install Kali Linux distribution.

Downl oad and I nstalll the Virtual

A Virtual Box is particularly useful when you want to test something on Kali Linux that you
are unsure of. Running Kali Linux on a Virtual Box is safe when you want to experiment
with unknown packages or when you want to test a code.

With the help of a Virtual Box, you can install Kali Linux on your system (not directly in
your hard disk) alongside your primary OS which can MAC or Windows or another flavor
of Linux.

Let's understand how you can download and install the Virtual Box on your system.
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Step 1 : To download, go to https://www.virtualbox.org/wiki/Downloads. Depending on
your operating system, select the right package. In this case, it will be the first one for
Windows as shown in the following screenshot.

VirtualBox

Download VirtualBox

Here, you will find links to VirtualBox binarles and s source code,

VirtualBox binaries

By downloading, you agree to the terms and conditions of the respective license.

* VirtualBox platform packages. The binaries are refessed under the terma of the GPL version 2. I
0 % < ra.’yg’a_mdm
+ VirtualBox 5.1.2 for OS X hosts - amd64

« VirtualBox 5.1.2 for Linux hosts
+ VirtualBox 5.1.2 for Solaris hosts amd64

+ VirtualBox 5.1.2 Oracle VM VirtualBox Extension Pack Al supported platforms
Support for USB 2.0 and USB 3.0 devices, VirtualBox RDP and PXE boot for Intel cards. See this chapter from the User Manual for an introduct]
Extansion Pack binaries are released undar the VirtualBox Parsonal Use and Evaluation Licanse (PUEL),
Please install the extension pack with the same version as your installed versian of VirtualBox
If you are using VirtualBox 5.0.26, please download the extension pack + here,

If you are ysing VirtualBox 4.3.38, please downlpoad the extension pack -+ here,

Step 2 : Click Next .

g — 1R
1) Oracle VM VirtualBox 5.1.2 Setup [

Welcome to the Oracle VM
VirtualBox 5.1.2 Setup Wizard

The Setup Wizard will install Orade VM VirtualBox 5.1.2 on
your computer, Click Next to continue or Cancel to exit the

/ Setup Wizard.

Version 5.1,2
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Step 3 : The next page will give you options to choose the location where you want to
install the application. In this case, let us leave it as default and click Next .

' 4 Oracle VM VirtualBox 5.1.2 Setu

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

]

-

VirtualBox Application Orade VM VirtualBox 5.1.2
VirtualBox USB Support application.
VirtualBox Networking
- - I VirtualBox Bridged Networki
. Vw BIBOX zn g_eo | e:lm ol This feature requires 164MB on
~ &) 7] VirtualBox Host-Only Networ | o i+ hard drive. It has 3 of 3

--------- | VirtualBox Python 2.x Support subfeatures selected. The
subfeatures require 692KB on yo...

< ] ] [

Location: C:\Program Files\Oradle\VirtualBox\

Version 5.1,2 | Diskusage | | <Back | mext> | [ cancel |

Step 4 : Click Nex t and the following Custom Setup screenshot pops up. Select the
features you want to be installed and click Next.

-
14 Oracle VM VirtualBox 5.1.2 Setup

Custom Setup
Select the way you want features to be installed.

Please choose from the options below:

[¥]Create a shortcut on the desktop:

[¥] create a shortcut in the Quick Launch Bar

[V|Register file associations

Version 5.1,2 [ < Back ][ Next > ] [ Cancel ]
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Step 5 : Click Yes to proceed with the installation.

-
4 Oracle VM VirtualBox 5.1.2

Warning:
Network Interfaces

Installing the Orade VM VirtualBox 5. 1.2 Networking feature
will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 5.1,2 b YOS il [ No
Step 6 : The Ready to Install screen pops up. Click Install.
4 B - B
15 Oracle VM VirtualBox 5.1.2 Setup i [
Ready to Install

The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Version 5.1,2 < Back H Install | [ Cancel

w tutorialspoint
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Step 7 : Click the Finish button.

r e
14 Oracle VM VirtualBox 5.1.2 Setup )

Oracle VM VirtualBox 5.1.2
~ installation is complete.

\Qi Click the Finish button to exit the Setup Wizard.

|| Start Oradle VM VirtualBox 5. 1.2 after installation

Version 5.1,2 < Back l Finish | Cance

A

The Virtual Box application will now open as shown in the following screenshot. Now we
are ready to install the rest of the hosts for this manual and this is also recommended for
professional usage.

3¢ Oracle VM VirtualBox Manager - — l S J l =B g
File Machine Help
o |
A / . @ Details &8 Snapshots
New Settngs Discard Start,
Welcome to VirtualBox!
The left part of this window is a list of all virtual machines on your compu’ber The list is empty now
because you haven't created any virtual machines yet. 2 ‘g/*
In order to create a new virtual machine, press the New buttoninthe [ 3 \
main tool bar located at the top of the window. " g o~
g
You can press the F1 key to get instant help, or visit > 5
www.virtualbox.org for the latest information and news. '\
N~
7
I |
|
|l
(|
—— A
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| nst al | Kal i Li nux

Now that we have successfully installed the Virtual Box, let’'s move on to the next step and
install Kali Linux.

Step 1 : Download the Kali Linux package from its official website:
https://www.kali.org/downloads/
& — O | [9] offensive-security.com/kali-linux-vmware-virtualbox-image-download
e e ®
E'!:I;EMME Blog Courses Certifications Online Labs
SEEUCARY
Prebuilt Kali Linux VMware Images Prebuilt Kali Linux VirtualBox Images
Image Name Torrent = Size | Version SHA15um
Kali Linux 64 bit VM Torrent 2.0G 2016.1 2b49bf1e77c11ecb5618249cab9a46f23a6f5d2d
Kali Linux 32 bit VM PAE Torrent 2.0G 2016.1 e71867a8bbf7ad55fa437eb7c93fd69e450f6759

Step 2 : Click Virtual Box -> New as shown in the following screenshot.

9 Oracie VM VirhalBox Manager
File | Machine Help

;lQ New. =N |
¥ op  Add.. Curl-4
N @  settings. Chrl=5

Clone CHi+0 E General
Remove.. Cti-R

Name: AC1
" 68 &
Cutell Operatng System:  Windows 2008 (&5-ont)
4] system

Stant »
Bace Nemory:  1500M8
Fauie e} Boot Order: Fioppry, Optical, Hard Dk
Acceleration: VT /AMD-\, Nested Paging, Hyper -V Pardwrtusization

s 78 RS e
L REQ

Dizcwrd Saved State “trie )

{F Showleg.. CarleL B Dupley

f [ - Video Memory: pLE ]

= Aemote Deckiop Server;  Disabled

pom \ideo Capture: Desabled
12| Show in Explorer 21 2o

P Create Shorteut on Desktop (& storage

y Controler: SATA
BY Son SATAPort0:  ACL v (Normed, 25,00 GB)

— SATA Port 1 [Optical Drive] SW_DVDS_Windows_Swr_DC_EE_SE_Web_2005_R2_66it_Ergieh

4 Audo

Host Oriver;  Windows DrectSound
r dac

Trba) be™ N b
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Step 3 : Choose the right virtual hard disk file and click Open .

Videos

9 Kali-Linux-2016.1-vm-amdgd-s007
9 Kali-Linux-2016.1-vm-amdod-=008

2/1/2016 5:18 PM

2/1/2016 5:18 PM

W# Please choose a virtual hard disk file *
— v <« Kali-Li... » Kali-Linuxe-2016.1-vm-amd&4 w | B Search Kali-Linux-2016.1-vm-... 2
Organize * Mew folder =~ [N 9
A - e
& OneDrive Mame Date modified Type
B This PC a Kali-Linux-2016.1-vm-amdgd 2/1/2016 5:06 PM Virtual Machine Di..
r is
o 9 Kali-Linux-2016.1-wvm-amdéd-=001 2/172016 5:18 PM Virtual Machine Di..
B Desktop W Kali-Linux-2016.1-vm-amd64-s002 2/1/2016 518 PM  Virtual Machine Di..
Documents W Kali-Linux-2016.1-vm-amd64-s003 2/1/2016 5:18PM  Virtual Machine Di..
; Downloads ﬁ Kali-Linwe-2016.1 -wvm-amdéd-s00d 20172016 5:18 PM Virtual Machine Di..
J’ Music ° Kali-Linux-2016.1-vm-amd&d-s005 2/1/2016 5:18 PM Virtual Machine Di..
Pictures 9 Kali-Linux-2016.1-vm-amd&d-s006 2/1/2016 5:18 PM Virtual Machine Di..

Virtual Machine Di..

Virtual Machine Di..

=
8
., Local Disk (C:)
- Local Disk (D:)
. DVD RW Drive (E

il mroa.oo i S 2

File name: v| Al virtual hard disk files (*.vmd -~

Step 4 : The following screenshot pops up. Click the Create button.

Cancel

Create Virtual Machine

MName and operating system

Mame: |Kali 2016. 1. |

Type: |Linux

Version: | Other Linux (54-bit) -

Memory size

512 %

4MB 8192 MB

Hard disk

() Do not add a virtual hard disk
() Create a virtual hard disk now
(®) Use an existing virtual hard disk file

Kali-Linux-2016. 1-vm-amda<. vmdk (Mormal, 30.00 GB) -

Guided Mode Cancel

L
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Step 5 : Start Kali OS. The default username is root and the password is toor

Up d aKad |

It is important to keep updating Kali Linux and its tools to the new versions, to remain
functional. Following are the steps to update Kali.

Step 1: Go to Application -> Terminal. Then, type “apt-get update” and the update will
take place as shown in the following screenshot.

root@kali: ~ QOO
File Edit View Search Terminal Help
:~# apt-get update
#Get:1 http://kali.mirror.garr.it/mirrors/kali kali-rolling InRelease [30.5 kB]
Get:2 http://kali.mirror.garr.it/mirrors/kali kali-rolling/main amd64 Packages [
14.1 MB]
14% [2 Packages 1,556 kB/14.1 MB 11%] 66.3 kB/s 3min c*:I

L
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Kali Linux

Favoritey
1 = Information Gathering

12 - Valnerablity Analyses

03 - Wb Application Analysis

& - Database Assessment <
metasplos

05 - Password Attacks

£ / armitage
Wirsless Attacks -

7 - Reverse Engheerng |48 burpauate
L
8 + Explotation Tools
maltego
09 - Safffing & Spocfing
beel xes Iy

Post Exploitation

Forensics

Step 2 : Now to upgrade the tools, type “apt-get upgrade” and the new packages will be
downloaded.

root@kali; ~
File Edit View Search Terminal Help

Reading package lists... Done
~#
~F
~#
:~# apt-get upgrade
Reading package lists... Done
Building dependency tree
Reading state information... Done
Calculating upgrade... Done
The following packages were automatically installed and are no longer required:
castxml gccxml gdebi-core libasnl-8-heimdal 1libgssapi3-heimdal
libhcrypto4-heimdal 1ibhdb9-heimdal libheimbasel -heimdal
libheimntlm@-heimdal 1ibhx509-5-heimdal libkdc2-heimdal 1ibkrb5-26-heimdal
libntdbl librokenl8-heimdal 1ibwind®-heimdal python-ctypeslib python-ecdsa
python-ntdb python-pyatspi python-tidylib vlc-plugin-notify vlc-plugin-samba
'apt autoremove' to remove them.
following packages have been kept back:
adwaita-icon-theme apktool backdoor-factory bind9-host binwalk bluez
bluez-obexd bundler cadaver couchdb cpp cpp-5 cutycapt default-jdk
default-jre default-jre-headless dnsutils dradis driftnet erlang-asnl
erlang-base erlang-crypto erlang-eunit erlang-inets erlang-mnesia
erlang-os-mon erlang-public-key erlang-runtime-tools erlang-snmp erlang-ssl
erlang-syntax-tools erlang-tools erlang-xmerl evolution-data-server
evolution-data-server-common file folks-common ftp g++ g++-5 gcc gcc-5
gcc-5-base gdm3 gedit gedit-common ghostscript girl.2-gdkpixbuf-2.0
glll 2 gnomcdabktop 3 0 glrl 2-gst-plugins- babo l O glrl 2- g\traamnr-l C]

A ~ir]l D miittar_ 2

14

Step 3 : It will ask if you want to continue. Type “Y” and “Enter
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Kali Linux

Step 4 : To upgrade to a newer version of Operating System, type “apt -get dist -

”

upgrade

Labor &duopr y

In this section, we will set up another testing machine to perform the tests with the help
of tools of Kali Linux.

Step1 : Download Metasploitable , which is a Linux machine. It can be downloaded from
the official webpage of Rapid7 : https://information.rapid7.com/metasploitable-
download.htmI?LS=1631875&CS=web

Metasploitable - Virtual Machine to Test Metasploit

tentionally w rabie

I out the form below to download Metaspioltalie

at machine for evaluating Metasplo

First Mame: *
Takng your sl siep
doevl want tn

b Title: *

Jobs Level: * | Gutec

Company: *

Work Phone:

Woek il *

QUNY: | Select

10

¥

i
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EIMPLYEAEGEYLEARNING


https://information.rapid7.com/metasploitable-download.html?LS=1631875&CS=web
https://information.rapid7.com/metasploitable-download.html?LS=1631875&CS=web

Kali Linux

Step 2 : Register by supplying your details. After filling the above form, we can download
the software.

RAPID¥)

Thank you for registering for Metasploitable

To download Metasploitable, click here!

Do you have a copy of Metasploit to use against
Metasploitable?

Metasplatt, backed by an open source commungy of 200 (00 members, gives you that msight. it's Free Metasplo't
Ihe st poguslae peradrabion testing soloon on the planet Down[oad
4, p Get your copy of the

Step 3 : Click Virtual Box -> New .

9 Oracie VM VirtuaiBox Manager
File Machine Help
CM«A
Scmnmm Cie5
Q Clone. Qa0 = General
Remove... CeR Name:
g E wa S _ S msm‘m
(2] System
Stant > .
SR Ease Mermory: 1500 M8
| Pene tke P Boot Order;  Floppy, Opsca, Hard Disk
- Reset 'l Accelerations  VT-x/AMOD-Y, Nested Pagng, Hyper-v Par snvirSushzation
E v Close
»  Dicand Saved Sate tre )
(F Showlog- Ctitel s,
8) Refresh ¥ideo Memory:
- Remote Desktop Server: M&d
Video C
[Z]  Show in Explores e
A Creste Shortcut on Desktop & storsge
, Conaroler: SATA
BS Sen SATAPAtD:  ACHve (Noomal, 25,00 GB)
SATAPert 11 [Opsce Drive] SW_OVDS_Windows_Sw_DC_EE_SE_Wad_J003_R2_SE1_Enghsh:
B Audio
Hmaws ‘Wndows DrectSound
Jebad 04N 8ok

11
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Step 4 : Click “Use an existing virtual hard disk file ". Browse the file where you have
downloaded Metasploitable and click Open .
B
u “_’.f | @ Fleate oste o vl haad ik fie x R
Nen Setegr 0 Crmate Yytuad MeOune .- 3 nengioub Vetmzioeetiel L p
Ok 7= S
w. e & Credvie |
.,v... e Lingaor ook = ﬁ‘ R W Weniphotatie “
E;Q :":: '-\'... W 64 Y . —H | WCniy
E‘Z’ :‘,3... Semory e #;:um B
' e - Mo
1:!.“ e . ‘"”'
ot o EBIRENY
o o s ki v erives
Ba.‘mnnm X E o Foe rame Matecceathe AN sl hd ok Thes [ aend
semiriosn [ Ovw || o *—’L—' S
PN
Step 5: A screen to create a virtual machine pops up. Click “Create”.
? *
Create Virtual Machine |
[
Mame and operating system
i
Mame: |Me135plc:i13ble | f
Type: |Linux - E?’f
Version: | Ubuntu (64-hit) - i
L
Memory size
' 1024 (5| MB
I 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 11 1 1 1 1 1 1 1 1 1 1 1
4 MB 8192 MB
Hard disk :
() Do not add a virtual hard disk F
() Create a virtual hard disk now
(®) Use an existing virtual hard disk file i
3
Metasploitable, vmdk (Mormal, 8.00 GB) - Iﬁ :
1
Guided Mode Cancel
T I

L
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Kali Linux

The default username is msfadmin  and the password is msfadmin

Starting deferred execution scheduler atd

Starting periodic command scheduler crond

Starting Tomcat servlet engine tomcat5.5

Starting web server apacheZ

Running local boot scripts (retcrrc.local)d
appending output to "nohup.out’
appending output to “nohup.out’

arning: Mever expose this UM to an untrusted network?
ontact: msfdevliatlmetasploit.conm

Login with mnsfadmin/msfadmin to get started

etasploitable login:
Bo@e Mm@ @ rotcy

13
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2. Kali Linux Information Gathering Tools

In this chapter, we will discuss the information gathering tools of Kali Linux.

NMARNZde MAP

NMAP and ZenMAP are useful tools for the scanning phase of Ethical Hacking in Kali Linux.
NMAP and ZenMAP are practically the same tool, however NMAP uses command line while
ZenMAP has a GUI.

NMAP is a free utility tool for network discovery and security auditing. Many systems and
network administrators also find it useful for tasks such as network inventory, managing
service upgrade schedules, and monitoring host or service uptime.

NMAP uses raw IP packets in novel ways to determine which hosts are available on the
network, what services (application name and version) those hosts are offering, which
operating systems (and OS versions) they are running, what type of packet filters/firewalls
are in use, etc.

Now, let’s go step by step and learn how to use NMAP and ZenMAP.

Step 1 : To open, go to Applications -> 01-Information Gathering -> nmap or zenmap.

dnmap-clie

dnmap-ser

everse Engineering
Exploitation Tools
Sniffing & Spoofing

xploitatior

Forensics

2 - Reporting Tools

ocial Engineen
System Senvices

sual applications
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Step 2 : The next step is to detect the OS type/version of the target host. Based on the
help indicated by NMAP, the parameter of OS type/version detection is variable “-O". For
more information, use this link: https://nmap.org/book/man-os-detection.html

The command that we will use is:

nmap - 0 192.168.1.101

The following screenshot shows where you need to type the above command to see the
Nmap output:

# Zenmap — O X

Scan  Tools  Profile  Help
Target: | 192.168.1.101 ~ | Profile: ~| |Scan| |Cancel

Command: |nmap -0 192.168.1,101 b coymand that | used

Services Mmap Output  Ports / Hosts Topology Host Details  Scans

05 4 Host - nmap -0 192.168.1.101 ~ Details

Ay 192.168.1.101 22/tcp open ssh o
23/tcp open telnet
25/tcp open smtp
53/tcp open domain
8a/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1899/tcp open rmiregistry
1524/tcp open ingreslock
2849/tcp open nfs
2121 /tcp open ccproxy-fip
3306/tcp open mysqgl
5432/tcp open postgresql
59@8/tcp open wnc
6eea/tcp open X11
6667 /tcp open irc
B@@9/tcp open ajpl3
818@/tcp open unknown
MAC Address: @88:88:27:01:33:60 (Oracle VirtualBox
virtual NIC)
Device type: general purpose
Running: Linux 2.5.X-=
05 CPE: cpe:/o:linus:linux_kernel:2.6 g
05 details: Linux 2.6.9 - 2.6.33 -
MNetwork Distance: 1 hop

05 details

05 detection performed. Please report any incorrect
results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 17.55
seconds

Filter Hosts

Step 3 : Next, open the TCP and UDP ports. To scan all the TCP ports based on NMAP, use
the following command:

nmap -p 1-65535 -T4 192.168.1.101

Where the parameter “-p” indicates all the TCP ports that have to be scanned. In this
case, we are scanning all the ports and “-T4" is the speed of scanning at which NMAP has
to run.
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Kali Linux

Following are the results. In green are all the TCP open ports and in red are all the closed
ports. However, NMAP does not show as the list is too long.

Target: | 192.168.1.101 ~ | Profile: ~| |5can| | Cancel

Command: | nmap -p 1-63335 -T4 192.1628.1.101

Services Mmap Output Ports / Hosts Topology Host Details  Scans

05 4 Host +  |nmap -p 1-65535 -T4 192.168.1.101 v Details

Ay 1%2.168.1.101

Starting Nmap 7.12 ( https://nmap.crg ) at 2016-89-16
18:84 Central European Daylight Time
Nmap scan report for 192.168.1.1@1
Host is up (©.8880818s latency).

Not shown: B5585 closed ports i
PORT STATE SERVICE

21/tcp open ftp

22/tcp aopen  ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1899/tcp open rmiregistry

1524/tcp open ingreslock

2849/tcp open nfs

2121/tcp open ccproxy-ftd
3306/tcp open mysqgl

3632/tcp open distccd

5432/tcp open postgresql

5988/tcp open wvnc

6008 /tcp open X11

6667 /tcp open irc

6697 /tcp open unknown

8009/tcp open ajpl3

8188/tcp open unknown

8787 /tcp open unknown

48285/tcp open unknown

51161/tcp open unknown W

Filter Hosts

St e a3 d ehn

Stealth scan or SYN is also known as half -open scan , as it doesn’t complete the TCP
three-way handshake. A hacker sends a SYN packet to the target; if a SYN/ACK frame is
received back, then it's assumed the target would complete the connect and the port is
listening. If an RST is received back from the target, then it is assumed the port isn't active
or is closed.

SYN+Port number

—

HOST 1 HOST 2

RST
<"‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

‘ Port is Closed ‘
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HOST 1

SYN+Port number

ﬁ
SYN/ACK

——
RST

—_—

{ Port is Open

HOST 2

Kali Linux

Now to see the SYN scan in practice, use the parameter i sS in NMAP. Following is the full

command -

nmap -sS -T4 192.168.1.101

The following screenshot shows how to use this command:

Zenmap

Scan Jools Profile

Target: | 192.168.1.101

Command:

05 1 Host -
A 192.168.1.101

Help

~ | Profile: ~ Scan

nmap -s5 -p 1-6500 192.168.1.101

MNmap Qutput Ports / Host: Topology Host Details  Scans
nmap -s5 -p 1-6500 192,168.1.101 ~

Starting Nmap 7.12 ( https://nmap.org ) at 2016-89-16
22:34 Central European Daylight Time
Nmap scan report for 192.168.1.1861
Host is up (@.88838s latency).

Not shown: 6479 closed ports

PORT STATE SERVICE

21/tcp open fip

22/tcp open ssh

23/tecp open telnet

25/tcp open smtp

53/tcp open domain

B8a/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/ tcp 0pen| microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1@99/tcp open rmiregistry

1524/tcp open ingreslock

2849/tcp open nfs

2121/tcp open ccproxy-fip

3386/tcp open mysqgl

3632/tcp open distccd

5432/tcp open postgresql

59ee/tcp open wnc

6008/tcp open X11

MAC Address: @8:88:27:D1:33:68 (Oracle VirtualBox
virtual NIC)

Mmap done: 1 IP address (1 host up) scanned in 16.38
seconds

Cance

Detailgy
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Kali Linux

End of ebook preview
If you liked what you saw...
Buy it from our store @ https://store.tutorialspoint.com
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