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Chapter 1.  Introduction   

The BackBox  Solution  provides both, comprehensive backup 

management, as well as a comprehensive and easy to use 

device monitoring solution.  

 

BackBox  enables security and network administrators to manage 

complete backup schedules, as well as to monitor the health of 

every devi ce in the system. Managers can configure alerts if 

backups are incomplete or fail to run at all, check the health of 

devices, and schedule tasks such as changing the password, 

deleting files, etc. to be automatically performed at specified 

times on devices  and device groups.  

 

The intuitive dashboard displays all devices, networking, and 

security applications in a single view, while highlighting a device 

that has failed or that has not been recently backed up.  

 

BackBoxõs unique multi -check engine ensures backups have run 

successfully. It also verifies that all saved configurations meet the 

criteria needed for successful restoration if any backup fails to run 

or is not completed successfully.   

 

Features  

¶ Live dashboard  with real -time backup and monitor 

status display  

¶ Detailed r eporting  

¶ Automated and scheduled backups from a single 

location  

¶ Central application for all security and networking 

backup configurations  

¶ Web -based management  

¶ Alerts and notifications  

¶ Disaster recovery templates  

¶ Multi -vendor  support  

¶ Generic device and new product updates  

¶ Built-in Firewall  
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¶ RADIUS authentication  

¶ ASCII configuration file comparison  

¶ Support for IPv6 across all features  

 

About  the Userõs Guide 
The Userõs Guide is organized as follows:  

Chapters 1 -3 explain the basics of the system, including 

installation and getting started.  

Chapters 4 -16 contain in depth explanations of BackBoxõs tools 

and instructions on how to navigate within the system.  

 

Who Should Use It  
BackBox  is designed for use by people with advanced IT 

knowledge, such as:  

¶ System administrators - to install, configure , and schedule 

backups  

¶ Backup operators - to  configure and schedule backups  

¶ Monitor users - to review backups and system status es 

 

Typographical Conventions  
In this userõs manual, the following typographical conventions are 

used:  

 

Item Typographic Convention 

Names of Screens and 
Sub-screens: 

Appear in bold 

Names of Dialog boxes: Appear in bold 

Names of Prompts: Appear in bold 

Names of Reports: Appear in bold 

Names of Tabs: Appear in bold 

Notes: Appear in bold 
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Chapter 2.  Installation  

This chapter outlines the system requirements and prerequisites 

necessary to run BackBox . It also provides instructions for installing 

the system.  

 

System Requirements  
The following are the m inimum hardware  requirements:  

¶ Intel CPU (dual core)  

¶ Disk space: 250GB (estimated for 6 months of backups)  

¶ Memory: 2GB  

¶ At least one network interface card (NIC)  

¶ CD-ROM drive (for physical hardware)  

¶ Supported HBA card: Em ulex LP10000 

 

Prerequisites 

¶ Static IP address 

¶ DNS server IP address (and DNS suffix)  

¶ IP address of SMTP server (and routing/SMTP access between  

the BackBox  server and the SMTP server)  
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Installing BackBox  
To install BackBox : 

1. Insert the CD in the drive. The Installation screen appears.  

 
Figure 1: Installation Screen 

2. Press Enter. The Configure TCP/IP  screen appears.  

 
Figure 2: Configure TCP/IP Screen 

3. Specify the TCP/ IP settings and click OK. If you specify Manual 

configuration the following screen appears:  
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Figure 3: Manual TCP/IP Configuration Screen 

Note:  If Dynamic configuration is selected then the 

BackBox Access  screen appears. See Figure 4.  

 

4. In the Manual TCP/IP  screen enter the IPv4 and /or the IPv6 

address and prefix. Enter the Gateway and Name Server. Click 

OK.  The BackBox  Access  screen appears : 

 
Figure 4: BackBox Access Screen 
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Chapter 3.  Getting Started  

Logging In  
To login  to BackBox : 
1. In your web browser, enter the IP address or host name in one of 

the following formats:  

https://<BackBox_IP_or_Hostname> 

The Login  screen is displayed:  

 
Figure 5: Login Screen 

2. Enter your BackBox  Username and Password and press Enter. The 

following default values appear:  

Username: admin  
Password: "password" (default supplied with system)  

The Dashboardõs System Status screen is disp layed.  

 

The Dashboard System Status Screen  
The Dashboard  System Status screen looks like this:  

 
Figure 6: Dashboard System Status Screen 

At the top left of the screen are displayed the time and date. On 

the right side (not shown h ere) are an Alerts button  as well as 
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buttons for Username , Help  and Logout .  Clicking the Alerts 

button  displays the Notification Alerts  screen. (The button is 

high -lighted  when there are indeed notification alerts.) Clicking 

on Help  displays BackBox Online Help .  

The left side of the screen displays the Sidebar  that provides easy 

navigation to any screen in the system.  

 

Understanding the Sidebar  
The Sidebar  enables you to quickly navigate BackBox  screens:  

 
Figure 7: Sidebar Screen Navigation Buttons  
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Table 1: Functions of Sidebar Screen Navigation Buttons 

Button Description 

 

The Dashboard has three screens:  

The Status screen displays System Information, 
License Information, Network and RAM Usage, as 
well as the status of Device Backup and Health 
Checks. 

The Reports screen displays the list of reports 
BackBox has been set to generate. Here you can 
add, edit, and delete reports as needed. 

The Editor screen enables you to create 
customized report types which you can then select 
when you create a report on the Reports screen. 

 

Backups enables you to create, schedule, and run 
backup jobs. 

Backups includes the following screens: 

Backup Jobs, Queue, and History. 

 

Tasks enables you to automate, schedule, and track 
various activities to be performed on devices in your 
system.  

Tasks includes the following screens: 
Configuration, Jobs, Queue, History, and File 
Repository. 

 

Health Checks enables you to manage alerts for 
failed devices, view scheduled checks and configure 
health checks.  

Health Checks contains the following screens:  
Alerts, Queue, and Configuration.  

 

Harmonization enables you to run tests for specific 
devices to ensure that their configuration harmonizes 
with organizational guidelines. 

Harmonization contains the following screens: 
Configuration, Signatures, Jobs, Queue, and 
History. 

 

Devices enables you to manage devices to be 
backed up, such as creating/removing devices from 
backups, and changing device properties. You can 
also use Devices to run customized scripts on a 
device for backup, health check, tasks, etc. 

Devices contains the following screens: 
Devices, Groups, IP Address Management 
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Button Description 

 

Access enables you to run scripts on devices within 
the system. Scripts can include task scripts, health 
checks scripts, harmonization scripts, and backup 
scripts. For detailed information on how to write 
scripts, see the chapter on Writing Command 
Scripts. 

 

Schedules enables you to create, modify, and delete 
schedules for backups and reports.  

 

Notifications enables you to view alerts for failed 
devices, as well as configure and view notifications 
for health checks and jobs.  
External notifications can be configured for Email, 
Syslog, SNMP, and Http.  

Notifications contains the following screens: 
Alerts and Jobs. 

 

Authentication enables you to create groups out of 
the devices that share authentication details, i.e. 
Username, Password, and Extra Password. You can 
create and remove groups, or change the members 
in each group. 

Authentication contains the following screens: 
Authentication Templates, Authentication 
Servers, BackBox Users, User Roles, and 
Operating System Users. 

 

Settings enables you to set parameters for 
BackBox, including interfaces, routing, DNS, date 
and time, alerts, administration, licenses, access 
rules, sites, agents, and system logs. 

Settings contains the following screens: 
Interfaces, Routing, DNS, Date and Time, Alerts, 
Administration, Licenses, Access Rules, Sites, 
Agents, System Logs. 

 

Customize enables you to customize BackBox 
screens and write scripts that perform various 
activities. 
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Understanding the System Status Screen  
The System Status screen provides general information about 

BackBox  and the computer on which it is running. You can 

configure the System Status screen with up to 17 different widgets 

as explained below. A typical screen looks like this:  

 
Figure 8: System Status Screen 

CONFIGURING THE DASHBOARDõS SYSTEM STATUS SCREEN 

You can easily configure the System Status screen by clicking the 

screenõs Enable Edit Mode button  in the upper left corner of 

the screen. After clicking the button, the following three buttons 

appear: .  

To add widgets to the screen, click the Add New Widget button  

 and select the desired widgets listed in the Add New Widget  

box:  
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Figure 9: System Status Widget Menu 

You can select up to 17 widgets (see the table below for a 

summary and explanation of the widget s).  

After selec ting the desired widgets, click Close. The widgets now 

appear on the System Status screen. While in Edit mode, you can 

further customize the display by using the buttons at the top of 

each widget:  Change Widget Location, Collapse Widget, or 

Remove Widget  .  

At the upper left of the System Status screen are the following 

buttons:  

Add New Widget, Save Changes, and Undo Changes .  

To exit Edit mode, click Save Changes.  

Clicking on any status on the widget display, takes you to the 

Devices  screen and displays a list of devices for that status.  
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Table 2: Summary of Dashboard Widgets 

Display Description 

 

Displays information about the current 
system, including the current BackBox 
version, number of devices, number of 
CPU(s), memory, and amount of free 
disk space on the backup partition of the 
server. 

 

 

Displays network usage in megabits 
over time. 

 

Displays the percent of CPU usage over 
time. 

 

Displays percent of RAM usage over time. 
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Display Description 

 

Displays a chart showing the statuses of 
the device backup operations 
performed: Successful, Suspected, and 
Failed. 

Backup status can be displayed for 
devices, type, group, or by site. 

Clicking on a status on the chart 
displays the Device screen with the 
devices for that status listed. 

In addition to the Backup Status widget, 
there are also widgets to display backup 
status by type, by group, and by site.  

 

Displays the status of devices whose 
health is monitored by BackBox: 
Successful, Warning, or Critical. 

There are separate widgets to display 
health by type (of device), by (device) 
group, or by site. 

 

 

Displays the percent of devices whose 
configuration was changed or remained 
the same as detected in the backup. 
There are separate widgets for 
configuration changes by startup and 
baseline. 

 

Displays detailed license information. 
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Display Description 

 

Displays the percentage of devices by 
harmonization status.  

 

THE REPORTS SCREEN 

The Reports screen displays a list of reports that were created. 

You can add new reports as well as edit and delete existing 

reports. See the chapter on Reports  for explanations of each type 

of report.  

 
Figure 10: Reports Screen 

The BackBox Interface: Screens and Tables  
Aside from the Dashboard Status  screen, most BackBox  screens 

consist of tables that display information on backups, devices, 

health checks, etc. All Back Box  tables are dynamic ð that is, you 

can choose the columns to display and, in many cases, you can 

group rows to make  a more readable display.  

CONFIGURING TABLE COLUMNS 

At the right of each table is the Columns button . Clicking the 

Columns button  displays a list of columns to choose from. Select 
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the columns you want to display in the table and click outside the 

list to return to the table.  

You can change the width of a column by placing your mouse 

cursor at the right side of the columnõs head and dragging the 

column guide right or left to widen or narrow the width; for 

example, in the following screen, the Notificat ion column will be 

altered by dragging:  

  
Figure 11: Changing the Width of a Column 

You can also reposition columns by pressing on an empty space 

in a columnõs head and dragging the entire column right or left.  

SORTING A TABLE 

You can sort tables by any column by clicking the Sort button  

located at the right side of the head of the column by which you 

want to sort; a menu like the following is displayed:  

 
Figure 12: Column Sort Menu 

Select an option and click outside the menu.  

For a quick sort, just click the columnõs name at the top of the 

column: clicking the name toggles between Ascending and 

Descending sort orders.  

GROUPING TABLE ROWS 

For some tables, BackBox  also enables you to  group multiple rows 

into one row according to selected criteria. To group rows, click 

the Sort button  in the head of the column by which you want to 

group the rows, to display a menu as in the following screen:  
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Figure 13: Example of Group Option 

By clicking Group in the above example, the tableõs rows with 

identical vendors will be collapsed into single rows; each row 

indicates how many items have been grouped, like this:  

 
Figure 14: Example of Grouping According to Vendor 

Clicking the Expand/Collapse buttons /  in the left column of a 

row displays/collapses the rows underneath, like this:  

 
Figure 15: Example of Expanding a Grouped Row 

By using the features to display and sort columns and to group 

rows, you can create easy to read tables that give you the data 

you need.  

FILTERING TABLES  

You can filter any table in a Back Box  screen. To filter a table, click 

the Filter Results button  a t the upper right of the screen, which 

displays a Filter box over each column of the table. You can also 

filter for more than one value. The following example shows a 

table with the filter value òCiscoó in the Vendor column and 

òSuccessfuló in the Status column:  
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Figure 16: Example of a Filtered Table 
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Chapter 4.  Reports  

BackBox  enables you to generate reports that provide 

information about your devices and the statuses of the backups, 

using all the data available in the BackBox  system. You c an either 

use BackBoxõs wide range of predefined report types, or you can 

create your own customized reports. For either kind of report you 

can specify scheduling and notification.  

To display reports that have already been generated, on the  

Sidebar , click Dashboard , then click Reports: 

 
Figure 17: Reports Screen 

Adding a New Report  
Use the Reports screen to create and schedule new reports. You 

can create reports by either selecting predefined reports or by 

selecting a customized report. For information on how to create a 

customized report, see Creating Customized Reports . 

To add a new report:  

1. On the Reports screen click the Add button .  The New 

Report Configuration  dialog box appears:  
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Figure 18: New Report Configuration Dialog Box 

2. Type a name and a short description for the report.  

3. In the Report Type list, select a Predefined or Customized 

Report type for your report . For a description of p redefined  

report types,  see   

4. Types of Predefined Reports  below. Customized report types 

also appear in the Report Type list. For an explanation of how 

to create a customized report type, see Creating Customized 

Reports . 

5. Select a schedule and method of notification.  

6. Select the site where you want the report to be implemented.  

7. Click Save.  

 

Editing a Report  
You can change report parameters using the Edit button . 

To edit a report:   

1. In the list of reports select a report and click the Edit button 

. The New Report Configuration  dialog box appears  with 

the details for the selec ted report . 

2. Edit the appropriate fields.  

3. Click Save.  
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Deleting a Report  
To delete a report:  

1. In the Report Types list, select the report to delete and click the 

Delete button . A prompt appears requesting 

confirmation.  

2. Click Yes. 

 

Types of Predefined Reports  
You can create reports from a list of 17 predefined report types. 

This section provides examples of each predefined report type.  

 
Figure 19: Report Type List 

USERS REPORT 

The Users Report displays information on the system users 

including: username, full name, E -mail address, role, whether they 

are able to receive notifications, type (local or external) and the 

site to which they have been assigned.  

 
Figure 20: Users Report 
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LICENSE REPORT 

The License Report  displays information on the types of licenses, 

simple or complex, for devices throughout the system.  

 
Figure 21: License Report 

SCHEDULES REPORT 

The Schedules Report  displays the sched ules in the BackBox  

system. 

 

 
Figure 22: Schedules Report 

BACKUP JOBS REPORT 

The Backup Jobs Report  displays a summary of the backups and 

provides information on backup status as well as scheduling, next 

execution, and notificatio n method.  
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Figure 23: Backup Jobs Report 

DEVICE GROUPS REPORT 

The Device Groups Report  displays a list of device groups and the 

number of devices in each group, as well as information about 

each device in the group.  

 
Figure 24: Device Groups Report 

DEVICE DETAILS REPORT 

The Device Detai ls Report provides details such as:  device name, 

IP address, device type (Firewall, Switch, etc.), assigned group, 

assigned jobs, and he alth. The health of the device is indicated 

by colored text indicating Scheduled or Not scheduled.  The 

report  also displays the average backup size, and the site.  
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Figure 25: Device Details Report 

DEVICE BACKUP STATUS REPORT 

The Device Backup Status Report  shows the backup status of 

devices in the system. The report displays the following: device 

name, IP address, last backup date, last backup status (Success, 

Failure, or Suspected Failure), the date of the last successful 

backup, status of the last device backup, the date of the last 

successful backup, and status, which is the overall percentage of 

Successful, Failed and Suspected backups.  

 

The report also displays a graph that shows the number of 

successful group backups, failed group backups, and suspect ed 

group backups.  

 
Figure 26: Device Backup Status Report 

DEVICE BACKUP STATUS ð HIDDEN IP ADDRESSES REPORT 

The Device Backup Status ð Hidden IP Addresses Report  displays 

the backup status of devices with hidden IP addresses.  
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Figure 27: Device Backup Status Report ï Hidden IP Addresses  

DEVICE BACKUP STATUS ð FAILED REPORT 

The Device Backup Status - Failed Report  displays a list of failed 

device backups along with information on the last successful 

backu p.  

 
Figure 28: Device Backup Status ï Failed Report 

DEVICE BACKUP STATUS -  BY TYPE REPORT 

The Device Backup Status - By Type Report  shows the backup 

status of device types in the system. The report shows the device 

name, IP address, last backup date, last backup status ( Failed, 

Suspected, or Successful),  the date of the last successful backup, 

and status, which is the overall percentage of successful, 

suspected, and failed backups.  

 

For each device type, the report also displays a graph which 

shows the number of successful, suspected, and failed backups.  
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Figure 29: Device Backup Statusς By Type Report 

DEVICE BACKUP STATUS ð BY GROUP REPORT 

The Device Backup Status Re port - By Group  shows the backup 

status of device groups in the system. The report shows the status 

of the last backup (green for Success, red for Failure, yellow for 

Suspected), the date of the last successful backu p, the site, and 

the percentage of devices in the group which have been 

successfully backed up. The report also displays a graph which 

shows the number of successful, failed, and suspected group 

backups.  

 
Figure 30: Device Backup Status ς By Group Report 

INVENTORY REPORT 

The Inventory Report  is displayed as an Excel spreadsheet which 

lists an inventory of each device in the system. It includes some or 

all of the following information, depending on the type of device 

and customization:  

Device name, IP address, version, model,  memory, CPU, upti me , 

CK, serial number, hostname, etc . 
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Figure 31: Inventory Report 

CHECKPOINT LICENSES/C ONTRACTS REPORT 

The Checkpoint Licenses/Contracts Report  is an Excel 

spreadsheet which lists the device name, BackBox  device, host, 

expiration date and features.  

 
Figure 32: Checkpoint Licenses/Contracts Report 

HARMONIZATION SUMMARY REPORT 

The Harmonization Summary Report displays a summary of 

devices on which harmonization tests have been run.  

 
Figure 33: Harmonization Summary Report 
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HARMONIZATION -   FAILED REPORT 

The Harmonization ð Failed Report displays the devices that failed 

the harmonization test.  

 
Figure 34: Harmonization ï Failed Report 

DEVICE HEALTH REPORT 

The Device Health Report  shows the results of health checks for 

specified devices. The checks that have been scheduled for 

each device are displayed along with information about check 

status and failure reason.  

 
Figure 35: Device Health Report 

DEVICE HEALTH ð FAILED CHECKS REPORT 

The Device Health ð Failed Checks Report  displays a list of device -

scheduled health checks that failed to complete.  
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Figure 36: Device Health Report ς Failed Checks  

Creating Customized Reports  
BackBox  enables you to create customized reports that display 

information according to the layout and format that you specify. 

You use the Dashboardõs Editor screen to create the report type. 

After you create an d save the Customized Report Type, it is 

automatically added to the Report Type list that is displayed 

when creating a new report on the Reports screen. You can then 

select the new customized report type just as you do with any of 

the predefined report typ es.  

ADDING A CUSTOMIZED REPORT 

To create a customized report:  

1. On the Sidebar , select Dashboard , and then select Editor . The 

Editor screen appears listing any customized reports that have 

already been created.  

 
Figure 37: Editor Screen Listing Customized Reports  
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2. Click the Add button  to display the Custom Report 

Configuration  screen:  

 

Figure 38: Custom Report Configuration  

3. Click the default name of the report, empty, type a name for the report and 

click the Confirm button  to save the name. 

4. For each of the square areas displayed on the report, select the type of 

information that you want to display: Text, Image, Graph, Table, or 

Separator.  

 
Figure 39: Custom Report Configuration Types List 

Text and Image options enable you to type text and upload 

images from your computer. Graph and Table enable you to 

include a wide range of data from the BackBox  system (for 
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Graph, you can select Pie or Bar). The Separator option in serts 

a horizontal line to separate between rows.  

5. You can exchange the position of boxed areas by dragging 

them. To add another row of boxed areas, click the  Add Row 

button  . To remove an empty row, click the  Remove Row 

button  . To discard changes, click  the Discard Changes 

button .To remove a box, click the Cancel button  in the 

upper right corner of the box.  

While designing your report, you can gain a schematic 

overview of the design by inspecting the Layout Preview at 

the right of the screen:  

 
Figure 40: Custom Report Layout Preview 

6. After finishing the layout of your c ustomized report  type , click 

Save. The report type now appears in the Report Types list 

under Customized . 
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Chapter 5.  Backups  

Clicking Backups on the Sidebar  displays  the Backup Jobs  screen. 

The screen l ists all the backup operations that have been defined 

in the system, as well as when they are scheduled to run, the 

current status of the backup, and other relevant information.  

Clicking on Queue  displays the current jobs in the backup queue. 

Clicking on History displays the backup history of each device in 

the system.  

 

The Backup Jobs Screen  
The Backup Jobs  screen displays a list of backup jobs along with 

their schedule, notification, next execut ion, site, and status:  

 

Figure 41: Backup Jobs Screen 

Table 3: Backups Jobs Screen: Fields and Buttons 

Field/Button Function 

Name Displays the name assigned to the backup 

Schedule Displays the schedule that has been 

configured for the backup. To create a 

Schedule, see the chapter on Schedules .  

Notification Displays the people to be notified in case of failure or 
after the completion of the backup. To add a notification, 
see the chapter on Notifications. 

Next Execution Displays the date and time of the next scheduled 
backup, providing the job is enabled. 

Site Displays the site on which the backup will be run. 

Status Indicates whether the backup is Enabled  or Disabled 

.  
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Field/Button Function 

 
Adds a new device for backup. To add a new backup 
job, see - Adding a Backup Job. 

 
Enables you to edit the configuration for a backup 

 
Enables you to delete a backup job listed in the Backup 
Jobs screen. To delete a backup job, select the job you 

want to delete and click the Delete button . 

 
Manually runs the backup now, regardless of the 
scheduled time. Check the box next to the desired job 

and click the Run Now button . 

ADDING A BACKUP JOB 

BackBox  allows you to add additional backups to meet your 

needs.  

To add another backup job:  

1. On the Backup Jobs screen , click the Add  button . The 

New Backup Job Configuration  dialog box appears:  

 
Figure 42: New Backup Job Configuration Dialog Box 
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Table 4: New Backup Job Configuration Fields 

Field Description 

Name Type a name that identifies the new backup. 

Description Type a brief description of the backup ï this field is optional, 
but recommended. 

Site Select the name of the site to which the device is assigned. 
If the site is locked to an agent, you cannot run a backup 
from Global. Sites can be locked to an agent in the Agent 
screen, which is located under Settings in the Sidebar. 

Schedule Select a schedule for the backup. You can create a new 

schedule by clicking the Add Schedule button  next to the 
Schedule list, or select a schedule from the list. For further 
details, see the  

Notifications Select the notification configuration to be implemented 
regarding the completion/failure of the backup. If the 
notification configuration includes E-mail, below 
notifications, an additional button is displayed on the screen 
enabling you to attach comparison result files to the E-mail.  

In addition, you can click the Add Notification button  next 
to the Notifications list to configure a new notification. For 
further details, see the chapter on Notifications.  

 

2. Complete the fields with the desired parameters.  

3. Click the Add Devices button  (under Site:) to display a list of 

available devices. Available columns display item type (with 

an icon), device name, IP, vendor, site, and group to which the 

device belongs.  

4. Click one or more devices which you want to add to the 

backup job, and click t he Add button .  

To remove a device from this list, click the Remove Device 

button . 

5. In the New Backup Job Configuration  screen , click the Save 

button .  If you wish to run the backup now, click the 

Save and Run button . 
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DELETING A BACKUP JOB 

To delete a backup job:  

1. On the Backup Jobs  screen, select the Backup Job to be 

deleted.  

2. Click the Delete button . The Delete Backup Job  dialog 

box appears requesting confirmation.  

3. Click Yes. 

RUNNING A BACKUP JOB 

Backup  jobs will run according to the schedule that you assigned 

them. Their next execution is displayed on the Backup Jobs  

screen. However, you can run a backup immediately by 

selecting a backup job and clicking the Run Now button  . 

 

The Backup Queue Screen  
The Backup Queue  screen contains all the backup jobs currently 

running or waiting to run. Each entry listed contains the device 

name (one line for each device in the queue), IP address, date 

started, duration (the time taken to run until now, if currently 

running) and the  run status, i.e. running or pending. The View and 

Terminate columns display buttons for viewing the backup job or 

terminating it.  

 
Figure 43: Backup Queue Screen 

REMOVING A JOB FROM THE QUEUE 

A job can be removed from the queue,  or stopped if currently 

running, by clicking the Terminate button displayed in the jobõs 

Terminate column. To terminate all the jobs in the queue, double -

click the Terminate All  button  . 

Note:  Due to the significance of terminating a backup job, you must 

double -click the Terminate All  button  as opposed to a 

single click for most other functions.  
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Backup History Screen  
The Backup History  screen is a log of all the backups. Each entry 

listed displays the device name, its IP address, the date and time 

it was run, and the status of the run ( Success, Success - 

Configuration Changed, Failure, or Suspected Failure ). For those 

with a Failure status, the adjoining column also records the f ailure 

reason  as shown in the following:  

  
Figure 44: Backup History Screen 

FILTERING THE BACKUP HISTORY  

You can filter backup jobs listed on the Backup History  screen. 

Clicking th e Filter Results button  at the top right of the screen  

displays filter boxes at the top of each column: Device Name, IP, 

Date, and Status columns. To filter the backup jobs listed on the 

Backup History  screen, type a value into the filter box by which 

you want to filter the table. To remove the filter, click the filter 

boxesõ Cancel button . To remove the display of the filter boxes, 

click the Filter Results button  again.  

BACKUP TRAIL LOG  

For any backup, clicking on the View Log button  in the Log 

co lumn displays a backup trail log that you can download.  
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Chapter 6.  Tasks 

Tasks enables you to automate routine tasks to be performed on 

various devices within your system. You can create and schedule 

tasks such as changing passwords and pe rmissions, maintenance 

tasks such as deleting, copying, or moving data, powering 

devices on or off, and many others. You can also specify 

conditions that restrict or trigger the tasks to be performed.  

 

How It Works  
The Task Configuration  screen  displays a list of previously 

configured tasks and enables you to configure new tasks. A task 

can include any sequence of commands (a script ) that the 

device normally responds to when using the command line. By 

writing a script, you are actually writing a series of commands 

that will be executed as if you were at the command line. The 

Task Configuration  screen helps you to write the script by 

enabling you to select commands from a simple dialog box as 

explained below. Writing scripts and examples of scripts are 

presented in more detail in the chapter on Writing Command 

Scripts. 

After saving the task, you can then use the Task Jobs screen to 

assign the task to various devices and determine when the task is 

executed (see  

Assigning Tasks to Devices and Scheduling Task Execution ). 

 

The Task Configuration Screen  
To display the Task Configuration  screen, click Tasks on the 

Sidebar : 
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Figure 45: Task Configuration Screen 

Adding a New Task 
You can add a new task and write a task script using the Task 

Configuration  screen.  

To configure a new task:  

1. On the Tasks screen , click the Add  button  to display the 

New Task Configuration  dialog box :  

 
Figure 46: New Task Configuration Dialog Box 

2. Type a Name for the Task and click Save. The task now 

appears in the list of tasks in the Task Configuration  screen, 

where you can edit it and write a script as shown in the next 

section,  

3. Creating a Task Script . 

Creating a Task Script  
You can create a task script for any task listed in the Task 

Configuration  screen. Creating a task script enables you to insert 

conditions, varia bles, and other elements that provide greater 

control of the automated task.  

To create a script for a task:  

1. In the Task Configuration  screen, select a task and click the  

Edit button  . Alternatively, click on a task name displayed 

in the list. A dialog box appears  with the name of the selected 

task, which by default displays the Dynamic Fields Tab, for 

example:  
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Figure 47: Edit Task Configuration Dialog Box displaying Add Access  

2. Edit the Name, Description, and Site  fields as de sired. 

3. To add fields and variables , click the Add button . See the 

section on Using the Dynamic Fields Tab , for details.  

4. To add a  command to the script, or to edit co mmands in the 

script, click  the  Task Commands  tab . If the task already has a 

script, a list of commands to be executed is displayed, for 

example : 
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Figure 48: Edit Task Configuration Dialog Box Displaying Task Commands 

The dialog box enables you to change the order of command 

execution by dragging the commandõs Reorder button  up 

or down. You can also specify indicators for the commandõs 

execution by clicking the Results Options button  in the 

commandõs Results field o r the Status button  in the Status 

field. For an explanation of Timeout  and other fields, see the 

chapter on Writing Command Scripts .  

5. To add a new command to the scr ipt, click the Add button  

. The Conditions  dialog box appears:  
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Figure 49: Conditions Dialog Box 

6. Select the type of command (Internal, Local, Remote, or 

Verification), type the exact command in the Command field 

and use the remaining fields as desired. For details on these 

fields, as well as examples o n writing  command scripts,  see the 

chapter on Writing Command Scripts . 

 

Assigning Tasks to Devices and Scheduling Task 

Execution  
The Task Jobs screen enables you to assign tasks  to specific 

devices and to specify when the task is executed:  

 
Figure 50: Task Jobs Screen 

 

The Task Jobs screen displays a list of tasks, the number of devices 

to which the task has been assigned and other information. The 

following fields and buttons are displayed:  
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Table 5: Task Job Fields 

Field/Button Description 

Name Name which identifies the task job. 

# of Devices Number of devices to which the task has been assigned. 

Schedule The schedule assigned to the task that determines when it is 
executed. See below,  

 

To assign a task to a device and schedule its execution, for 
instructions on assigning a schedule. 

Notification The notification configuration to be implemented regarding the 
completion/failure of the task. 

To add a notification, see the section on Adding a Notification. 

Next Execution The date and time of the next execution of the task. 

Site The site to which the task is assigned. 

Status Enabled/Disabled 

 
Displays the New Task Job Configuration screen. 

 
Displays the Task Job Configuration screen for selected task 
jobs. 

 
Deletes selected task jobs. 

 
Clones selected task jobs. 

 
Runs selected task jobs immediately. 

 

 

To assign a task to a device and schedule its execution:  

1. On the Task Jobs screen , click the Add  button  ; the New  

Task Job  Configuration  screen appears:  
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Figure 51: New Task Job Configuration Screen 

2. Specify a  name and description for the task job.  

3. In the Notifications  list select the desired notification 

configuration. Use the Add Notification button  or Edit 

Notification button  to create or edit a notification 

configuration.  

4. In the Site list, select a site for the task.  

5. In the Schedul e list, select a schedule that specifies when the 

task is to run. Use the Add  Schedule button   or Edit Schedule 

button   to create or edit a schedule. Alternatively, select Run 

once on, and specify a date and time for the task to run.  

6. In the Task list, select the task that you want to execute. To 

create a new task on the fly, click the Add Task to System 

button  next to the Task field.  Alternatively, you can select a 

task and edit it by clicking the Edit Task button .  

You can add additional tasks or remove tasks by clicking the 

Add Task to Job button  or Remove Task from Job button  

that are displayed underneath the Task list. For each task, a 

Dependency list appears that enables you to specify the task 

that will trig ger the next.  
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7. To add devices to the task, click the Add Devices button  

underneath Tasks. The Add Devices dialog box appears. 

Select the Devices you want to add and click Add .  

8. To remove a device from the Device list, select the device you 

want to remo ve and click the Remove button . 

You can also use the Filter button  to display the filter boxes 

by which to filter the Device list.  

For information on creating schedules and notifications, see 

the chapters on Schedules , and Notifications . 

9. Click Save  , or Save and Run  . 

Viewing Task Job History  
You can view the history of a task job by clicking the Task Job 

History  tab in the Task Job Configuration  screen for the selected 

task job. The Task Job History  tab displays the following 

parameters: Start Time, End Time, Status, Comments, and Task 

Name.  

 
Figure 52: Task Job History Tab 

Modifying an Existing Task Job  
You can edit a task job listed in the Task Jobs screen by selecting 

a task job displayed in the list and clicking the Edit button . 

The Task Job Configuration  screen for the selected task job 

appears with the same fields as those in the New Task Job 

Configuration  screen. Edit the fields as desired and click Save  

or Save and Run  . 

 

Viewing a Task Job in the Queue  
You can view the progress of a task job in the Task Queue  screen:  

 
Figure 53: Task Queue Screen 
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For each device to which the task is assigned, the screen displays 

the device name, device IP, date, duration (how long the device 

has been running the task), and status of the job (for example, 

Running). To terminate a task job for a specific device, clic k the 

button in the Terminate column for that device. To terminate all 

task jobs in the queue, double -click the Terminate All  button 

. 

 

Viewing Task History  
The Task History screen displays a list of devices that have run task 

jobs, along with the job name, the task name, device name, 

device IP, the date when the task job was run, its status (success, 

failure) and, if the status is failure, the reason for the failure.  

 
Figure 54: Task History Screen 

You can download a log of the history by clicking the View Log 

button  in the Log column for the device.  

 

Task File Repository 
You can upload a task file in the Tasks File Repository  screen.  

 
Figure 55: Tasks File Repository Screen 

To upload a new tasks file:  

1. In the Tasks File Repository  screen, c lick the Add button . 

The New Tasks File dialog box appears.  
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Figure 56: New Tasks File Dialog Box 

2. Drag a file from your compute r to the Upload File Box  in the 

center , or alternately, click on the Upload File Box  and s elect a 

file to upload . 

3. Add a description, select an agent, and click Save . 

To edit a tasks file:  

1. Select a file and click the Edit button . The Edit Tasks File 

dialog box appears, with th e name of the tasks file in the Title 

Bar, for example:  

 
Figure 57: Edit Tasks File Box 

2. Edit the Description and Agents fields as desired, and click 

Save . 

To delete a tasks file:  

1. Select the file you want to delete and click the Delete button 

. A prompt appears, asking you to confirm deletion.  

2. Click Yes. 
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Chapter 7.  Health Checks  

Health Checks  enables you to monitor the health of every device 

in your system by automatically running a set of tests on the 

device, at regular intervals. Health Checks  includes a database 

of hundreds of scripts that test the health of a wide variety of 

devices. The tests monitor issues depending on the type of 

device.  

You can also write and upload additional scrip ts if required. For 

additional information on writing scripts see the chapter on 

Writing Command Scripts . 

 

The Health Checks Alerts Screens  
The Health Checks Alerts  screen d isplays the results of the checks 

and alerts you of failures or suspected failures of a device . On the 

Sidebar , click Health Checks, which by default displays the Health 

Checks Alerts  screen:  

 
Figure 58: Health Checks Alerts Screens 

The severity of the failure (Critical  or Warning ) is displayed 

along with the device name and IP address. The Alert column 

displays the event that caused the failure.  

In addition, the Health Checks Alerts  screen displays a row of 

buttons wi th the following functions:  

CHECK LOG  

The Check Log button  displays a downloadable Trail Log 

for the selected Health Checks alert, like this:  
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Figure 59: Trail Log for a Health Checks Alert 

CHECK INFORMATION 

The Check Informatio n button  displays information 

on the selected Health Checks alert, like this:  

 
Figure 60: Check Information Dialog Box 

ACKNOWLEDGE 

The Acknowledge  button  enables you to acknowledge 

the selected alert. Note : Clicking the Acknow ledge button 

 removes the alert from the Health Checks  Alerts  screen. 

However, if the issue is not fixed, the next test run will cause the 

device to be displayed again as a failed device in the Health 

Checks Alerts  screen.  
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CHANGE CHECK INTERVAL 

The Change Check Interval button  enables you to 

override the default interval for the health check and specify a 

new interval.  

 
Figure 61: Override Interval Dialog Box 

DISABLE 

The Disable button  lets you disable a selected hea lth 

check for a selected device.  

Note : Clicking the Disable button  removes the alert from 

the Health Checks  Alerts  screen.  

DISABLE ALL 

The Disable All button  lets you  disable a selected health 

check  from all of the devices that are running  it. 

Queue S creen  
The Health Checks Queue  screen displays all health checks that 

have been scheduled to run. For each device to which a health 

check has been assigned, the screen displays the device name, 

device IP, check name, duration (how long the device has been 

running the check), and status of the check (for example: 

Running):  

 
Figure 62: Health Checks Queue Screen 

To terminate a health check for a specific device, click the 

button in the Terminate column for that device. To terminate a ll 

health checks in the Queue, double -click the Terminate All button 

. 
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Health Checks Configuration Screen  
The Health Checks Configuration  screen enables you to assign a 

health check to a device. The Health Checks Configuration  

screen looks like this:  

 
Figure 63: Health Checks Configuration Screen 

To specify a check for a particular device:  

1. Choose the product type. Use the fields to select the vendor, 

product, version, and an option such as SSH or Telnet.  

You can also use the Mana ge Devices button  to 

enable or disable health checks for devices as shown here:  

  
Figure 64: Enable Health Checks Dialog Box 
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In the Enable Health Checks  dialog box, click the Add Devices 

button  to display a list of devices. Select the devices whose 

health you want to check and click Add . The selected 

devices appear in the Enable Health Checks  screen. Click 

Save . 

2. Choose a s ignature , which is the name of the health c heck . 

Signatures specify the  type of health check that the system will 

run on the device. Each signature checks a specific device 

parameter. The signatures for the type of device are listed 

under check name.  

3. Choose a d evice  whose health you want to check in the 

Device Name list. Ther e are four buttons under this area that 

enable you to the do the following:  

Use the Enable  button   and Disable  button   to 

enable or disable selected devices in the list.  

You can also click the Run Interval button   to display a 

dialog box that enables y ou to specify the frequency with 

which the health c heck will run.  

You can use the Dynamic Fields button  to specify 

additional fields to control the execution of the health c heck.  
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Chapter 8.  Harmonization  

BackBox  enables you to run harmonization signatures (tests ) to 

test whether particular devices conform to a set of rules. The 

harmonization rules are stored as signatures which are contained 

in templates and sections listed in the Harmonization  

Configuration  screen.  

The Harmonization button in the Sidebar  displays screens that 

enable you to do the following:  
Table 6: Harmonization Screens 

To do this: Use this: 

Create or edit harmonization templates. Harmonization Configuration screen 

Create harmonization sections for 
organizing harmonization signatures 
within a template. 

Harmonization Configuration screen  

Edit or create new harmonization 
signatures for a section.  

Create remediation procedures for 
devices that failed the harmonization 
signature.  

Harmonization Signature screen  

Schedule harmonization jobs to be run 
for specified devices. (The 
harmonization job runs all the 
signatures contained in a template and 
its sections.) 

Harmonization Jobs screen 

View a list of devices for whom 
harmonization jobs are scheduled. 

Terminate a harmonization job in the 
queue. 

Harmonization Queue screen 

View a list of harmonization jobs along 
with the devices they tested, the name 
of the signature that was run, the status 
of the test (success, failure, etc.) and 
the reason for failure of the signature. 

Harmonization History screen 

 

Harmonization Configuration Screen  
The Harmonization  Configuration Screen  displays a list of existing 

harmonization templates and enables you to edit them, or to 

create new templates.  A template is  simply a logical container 

that helps you organize harmonization signatures (tests). 

Templates contain sub -containers called categories for which 

you can create signatures.  
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Figure 65: Harmonization Configuration Screen Displaying Harmonization Templates, 
Sections, and Signatures 

ADDING A NEW HARMONIZATION TEMPLATE 

You can add a new harmonization template to contain 

harmonization sections and signatures.  

To add a new harmonization template:  

1. In the Harmonization  Configuration  screen , click the Add 

button . The Add Harmonization  dialog box appears:  

 
Figure 66: Add Harmonization Dialog Box 

2. In the Add Harmonization  dialog box, select a site , type a 

harmonization  name  and click Save.  

The name now appears in the list of  harmonization  templates 

on the Harmonization Configuration  screen .  
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ADDING A HARMONIZATION SECTION 

To add a signature, add at least one section to a template. 

(Sections are logical containers for which you can create 

signatures and are contained in a template.)  

1. To add a section  to a template  listed in the Harmonization  

Configuration  screen, click the template  to which you want to 

add the section . A list of existing sections  appears, like this:  

 
Figure 67: Harmonization Configuration Screen Displaying Templates and Sections 

2. Click the Add button  to display the Add Harmonization  

Section  dialog box:  

 
Figure 68: Add Harmonization Section Dialog Box 

3. Select a site and type a name for the section . The 

Harmon ization field will display the name of the template to 

which the category belongs.  

4. Click Save. The section is now displayed on the Harmonization 

Configuration  screen.  

EDITING A HARMONIZATION TEMPLATE OR SECTION 

You can edit the name and the site of an existing Harmonization  

Template or Section . Select the Template or Section you want to 

edit and click the Edit button  . Make the  changes in the 

relevant fields and click Save.  
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ADDING HARMONIZATION SIGNATURES TO A SECTION 

To add harmonization signatures  to a section:  

1. In the Harmonization Configuration  screen, click the template 

and then the section to which you want to add the signature 

and click the Add button . The Available Harmonization 

Signatures  screen appears:  

 
Figure 69: Available Harmonization Signatures Dialog Box 

2. Select the Signatures you want to add to the Section and click 

Save. The Signatures are now displayed under the Section on 

the Harmonization Configuration  screen.  

HARMONIZATION SIGNATURE SCREEN 

The Harmoniza tion Signatures  screen enables you to create a 

new harmonization signature or edit an existing one.  

To create a new harmonization signature:  

1. In the Harmonization Signature  screen, click the Add button 

. The Add Harmonization Signature  dialog box appears.   
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Figure 70: Add Harmonization Signature Dialog Box 

2. Type a name for the signature and click Save. The signature is 

displayed on the Harmonization Signatures  screen. To add 

dynamic fields and commands to the signature, see Editing  

Harmonization Signatures, below.  

EDITING HARMONIZATION SIGNATURES 

After you have created a new signature, you can specify 

dynamic fields and commands for it.  

1. On the Harmonization Signatures  screen, select the signature 

that you want to edit and click the Edit button . The 

Signature Configuration  dialog box appears with the name of 

the signature:  

 
Figure 71: Signature Configuration Dialog Box  

2. Specify or edit the name, description, and site as desired.  

3. Add, edit, or delete dynamic fields, harmonization  c ommands, 

remediation c ommands, and p roducts  selection and click 

Save.  

For an explanation of dynamic fields and c ommands, see  the 

chapter on Customize . 
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Harmonization Jobs Screen  
The Harmonization Jobs  screen displays a list of scheduled 

harmonization jobs and their status:  

 
Figure 72: Harmonization Jobs Screen 

The screen shows how many devices are running the job, along 

with the specified schedule and notification. Furthermore, the 

screen displays whether the job will attempt remediation, its next 

execution, and the status of the job:  Scheduled or  

Unscheduled.  

Note : If you selected Run Now for the job, the screen will display 

the job as Scheduled , even though the Next Execution field 

displays Not Scheduled.  

You can also select a job in the list and use the buttons at the top 

of t he screen: Edit, Delete, or, Run Now.  

CREATING A NEW HARMONIZATION JOB 

Once you have created a harmonization template, you can 

schedule and run the templateõs signatures on selected devices.  

To add a new harmonization job:  

1. In the Harmonization  Jobs  scree n, click  the Add button  . 

The New Harmonization  Job Configuration  dialog box  appears : 
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Figure 73: New Harmonization Job Configuration Screen 

2. Type a name and description for the j ob in the appropriate 

fields. 

3. In the Notification s list, select a notification method, or click  

the Add Notification button  or Edit Notification button  to 

add a new notification method or edit an existing one. For 

more information on notifications, see the chapter on 

Notifications . 

4. In the Harmonization  list, select a template.  

5. In the Section list, select the section whose s ignatures you 

want to run , or choose Select All . BackBox  will run all the 

signatures contained i n the selected  sections . 

6. Select a site and a schedule (you can also create or edit  an 

existing  schedule for the job  by clicking the Add Schedule 

button  or Edit Schedule button ). 

7. To run the harmonization  job once, select  the Run Once On: 

option  and specify the date and time when  you 

want the job to run.  
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8. If you want the job to run the remediation commands  for the 

template ( defined in the Signature Configuration  d ialog box), 

select Remediation . 

9. To add devices that will run the harmonization job, click the 

Add Devices button  above and to the left of the Devices 

list. The Add Devices  dialog box appears:  

 
Figure 74: Add Devices Dialog Box 

10. Click the devices on which you wa nt to run the harmonization 

job and  click Add .  

11. In the New Harmonization Job Configuration  screen, click Save 

 or Save and Run  . The new job appears on the 

Harmonization Jobs  screen and will be run at the time you 

specified.  

Harmonization Queue Screen  
You can view a list of devices for which you have scheduled 

harmonization jobs in the Harmonization  Queue  screen:  

 
Figure 75: Harmonization Queue Screen 

The Harmonization Queue  screen displays the device name and 

its IP, the signature name, the date and duration of the 

harmonization job, and its current status (running, pending, or in 

queued). It also enables you to view the jobõs log in real time. In 
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addition, you can terminate  selected harmonization jobs, or 

terminate all harmonization jobs:  

¶ To terminate a job in the queue, click the Terminate button 

 for the job.  

¶ To terminate all the harmonization  jobs for all devices in the 

queue, click the  Terminate All button  at the to p 

of the screen . 

Harmonization History Screen  
You can view a list of all harmonization jobs and signatures that 

were run on devices by displaying the Harmonization  History  

screen:  

 
Figure 76: Harmonization History Screen 

In the Status  column, the screen also shows whether the device 

successfully ran the harmonization job or failed. If the device 

failed to run the job, the reason for failure is stated.  

You can also click on a jobõs Log button  to display and 

download a detailed lo g of the jobs and their status.  
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Chapter 9.  Devices   

Backups can be done on a single device or on a group of 

devices at the same time.  

 

Devices Screen  
To display the Devices  screen, on the Sidebar  click Devices : 

 
Figure 77: Devices Screen 

The Devices  screen displays the following columns:  
Table 7: Device Fields 

Fields Description 

Name The name given to the device. 

IP Address The IP address assigned to the device. IPv6 addresses are 
supported. 

Vendor Name of the vendor of the device. 

Group The group to which the device is assigned. 

Last Backup Date of last backup. 

Status Displays information about the backup status: Successful/ 
Suspected/ Failed and more. See Devices Table Legend for 
other statuses.  

Reason Reason the backup failed or was not completed successfully. 

Checks Whether health checks have been enabled for the device. 

Site The site to which the device is assigned. When the site is 
locked to an agent, you cannot run a backup job from Global. 

Type The type of device (Switch, Firewall, etc.). 

Product The device product (Gateway, Router, etc.). 
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Fields Description 

Agent The agent to which the device is assigned. 

Harmonization The harmonization that is set up for the device. 

Device ID An ID that has been assigned to the device. 

The Devices  screen also displays buttons that enable you to 

perform the following tasks:  
Table 8: Devices Toolbar Buttons 

Buttons Description 

 Add a device for backup. 

 Edit a deviceôs details. 

 Delete a device. 

 Clone an existing device so that the clone has the same 
backup parameters. 

 Click to run the backup immediately. 

 Export a device list to a CSV file. 

 Import a device list from a CSV file. 

 Discover devices within a specified IP range. See below, 
Discovering Devices Within a Specific IP Range for details. 
IPv6 addresses are supported. 

 Compare Backup files by comparing their ASCII. 

 Legend: display the icons and their meaning. See Devices 
Table Legend below. 

DEVICES TABLE LEGEND 

The Devices Table Legend provides a key to understanding the 

status icons in the Status column on the Devices  screen:  

 
Figure 78: Device Table Legend 
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DISCOVERING DEVICES WITHIN A SPECIFIC IP RANGE 

The Devices  screenõs Discovery  button  enables you to 

search for all devices within a specified IP range. Once a list of 

devices is generated, you can then add selected devices to 

BackBox . 

To search for devices within an IP range:  

1. On the Devices  screen, click the Discovery  button . The 

Discovery  dialog box is displayed:  

 
Figure 79: Discovery Dialog Box 

2. Use the Start IP and End IP fields to specify the range of IP 

addresses you are searching for.  

3. Click the SNMP Credentials button  to display the SNMP 

Deta ils dialog box:  
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Figure 80: SNMP Details Dialog Box 

4. Because devices are discovered by sending out SNMP 

messages, you need to configure SNMP details here. Click the 

Add  butt on  or Edit button  to add or edit SNMP 

details:  

 
Figure 81: SNMP Details Editor Dialog Box 

5. In the Credential Set Name and Description  fields, type a 

name for the credentials, and a short description. Click the 

SNMP Version field and select the appropriate SNMP version. 

After sele cting a version, the appropriate fields appear. Fill in 

the remaining fields that appear and click Save. The 

Credential Set Name for the SNMP details appears now in the 

SNMP Details dialog box.  

6. Close the SNMP Details dialog box to return to the Discovery  

d ialog box.  

7. Click the Scan Now  button . A list of devices within the 

specified IP range is displayed. To stop the scan, click the Stop 
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Scan button . To clear the list of devices, click the Clear 

List button . 

8. To add a device to BackBox , select the devic e and click the 

Add to BackBox  button .  

COMPARING BACKUPS 

BackBox  enables you to compare backup files, line by line. This 

enables you to identify where backups have added or deleted 

lines, etc.  

To compare backups:  

1. In the Devices  screen, click the Compare  button  at the 

top of the screen. The Compare Backups  dialog box appears:  

 
Figure 82: Compare Backups Dialog Box 

All the devices with backup files in the BackBox  system appear 

in both the left and right columns.  

2. In the left column, click a device and its subfolder. In the 

subfolder, click the backup file that you want to compare. The 

selected backup file will be highlighted in blue and a message 

above the Compare button  appears, indicating that 

the file will be compared.  

3. Follow the same procedure for the right column. The selected 

backup file will be highlighted in blue and a message below 

the Compare button  appears, indicating that the file 

will be compared.  

For example, in the left c olumn you may want to se lect a txt 

file that was generated at a certain date and time. In the right 

column, you might select the same file that was generated for 

the same device at a later date and time.  

The Compare Backups  dialog box records your selections like 

this: 
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Figure 83: Compare Backups Screen with Files Selected 

4. Click the  Compare button  . The Compare  screen 

appears, listing each line of both backups, like this : 

 

Figure 84: Compare Backups Screen with File Comparison Result 

If the backup files are identical, an additional message is 

displayed informing you of this.  

If the backup files are not identical, you can scroll through the 

lines of the backup files and note the differences. Additions, 

deletions, and changes are highlighted by color as indicated by 

the colored buttons at the top of the screen.  

Additionally, you can click the buttons above to view the 

changed lines.  
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Moreover, you can export the comparison as a CSV or PDF, by 

clicking the Columns button .  

 
Figure 85: Compare Screen Showing Excluded Line in Grey and Export Options 

DISPLAYING THE DETAILS OF AN INDIVIDUAL DEVICE 

To display the  details of an individual device listed on the Devices  

screen, click a device name in the list. The Device Details screen 

appears with the device name, displaying the following tabs:  

Device Details , Device History , Harmonization , Health Checks , 

and Inventory . The Device Details screen default to the Device 

Details tab.  
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Figure 86: Device Details Screen Displaying Device Details Tab 

 

DEVICE DETAILS TAB 

The Device Details  tab displays information about the device. You 

can edit the details, then click Save  to save the details, or click 

Apply and Run  to immediately apply the device details and 

backup information. Depending on the device, some, or all the 

fields in the following table appear:  
Table 9: Device Details Fields and Buttons 

Field/Button Description 

Device Name Name of the device 

Device IP IP address of the device 

Clear SSH This button clears the SSH key for authorization. 

Vendor Vendorôs name  

Product Product name 

Version Product version 

Backup Type Backup type 
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Field/Button Description 

Group The group of devices to which the device is assigned for 
backup. 

Agent The agent to which the device belongs. 

Site The site to which the device belongs. 

Backup Jobs The backup jobs to which the device is assigned. 

Authentication Select the method by which the device is authenticated: 
Custom, Template, or SSH. 

Username The username of the person accessing the device. 

Password The password of the person accessing the device. 

Enable/Extra/Root/Expert- 
Password 

Some devices enable access with an additional 
password. 

Realm The realm of the device 

Login Path The path for the login of the device 

Server IP The IP of the deviceôs server 

Port The port used by the device 

CMA IP 
The IP of the Complex Matrix Arithmetic Processor 
(CMA) 

 

Specify how many days backups and other files are 
retained. See below for details. 

 

Click NAT IP to specify a NAT address for the device. 

 

Apply and run the backup with the changed device 
details. 

 

Provides detailed instructions on how to configure the 
backup. 

 

Provides detailed instructions on how to restore a 
backup configuration, if required.  

 

Enables you to specify a Compare Exception for a 
device so that you can exclude specific lines from the 
configuration when running the comparison feature. 
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RETENTION BUTTON 

Click the Retention button  to specify how many days  

backups and other files are retained. Clicking Retention displays 

two options:  

¶ Backups  

¶ Retention Policy  

The Backups option enables you to type the number of days you 

want the backup to be retained.  

Retention Policy enables you to edit the retention policy for 

backups and other files. Select  the Retention Policy option and 

click the Edit button  next to it. The Retention Policy  dialog box 

for the device appears:    

 
Figure 87: Retention Policy Dialog Box for a Device  

Edit the number of days for retention and click Save.  

DEVICE HISTORY TAB 

The Device History  tab lists all the backups performed on the 

device. The details displayed include the type (of backup), date 

(when the backup was performed), the file size (of the backup), 

status (success, failure, etc. of the backup) log (of the backup), 

failure reason (in case the backup failed),  and c omment  (in the 

Comment column, you can type a short comment ). 
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Figure 88: Device History Tab 

You can view a detailed log of each backup by clicking the 

View Log  button  in the Log column. The Backup  Trail Log 

screen appears:  

 
Figure 89: Example for Backup Trail Log Screen 

To download the log, click the Download  button . 

The Device History  screen also displays buttons that enable you to 

restore a configuration from those li sted, or perform other actions 

as detailed in the following table:  
 

Table 10: Device History Buttons 
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Button What it Does 

 

Restores the selected device configuration. If a Restore script 
was written for a device on the Restore tab of Customize, 
clicking this button will start the script. 

 Downloads the selected configuration 

 Compares backup files 

 
Compares the selected configuration to a Baseline 
configuration 

 Enables you to set a configuration as a Baseline 

 Deletes a backup from the list 

 Terminates selected backups in the list 

 Archives selected backup files 

HARMONIZATION TAB 

The Harmonization  tab displays the scheduled harmonization tests 

for the device:  

 
Figure 90: Harmonization Tab 

For each harmonization test the following is displayed: section 

name, signature name, the status of the harmonization, the 

failure reason (in case of failure), and the log of the 

harmonization test. You can enable/disable harmonization tests 

for the device  from the Harmonization tab . 
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HEALTH CHECKS TAB 

The Health Checks  tab displays a list of health checks (issues) for 

which the device is checked.  The details displayed include : 

¶ Name of the health checks (that were run for the device, 

like òToo many open filesó or òLicense Expiredó)  

¶ Date (the date and time of the health check)  

¶ Status of the health check (Success, Suspected, Failure)  

¶ Failure reason  

¶ View Log option (enables you to  view a downloadable trail 

log)  

¶ Interval (the time of periodic health checks)  

¶ Info (information for troubleshooting).  

This tab only appears if there are health checks configured for the 

device.  

 
Figure 91: Health Checks Tab 

INVENTORY TAB 

The Inventory  tab displays additional information about the 

device. These fields can display information on CPU, memory, 

and many other items that are relevant to the device.  

You add fields to the Inventory tab in the Inven tory Section of the 

Dynamic Fields tab. See Understanding the Inventory Section  in 

the Customize chapter. You can then write a script on the 
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Inventory tab in Customize to populate the fields with the 

appropriate information (see  

Inventory Tab ). Here is an example of the information that you 

might have  on the Inventory  tab:  

 
Figure 92: Example of Inventory Tab 

ADDING A NEW DEVICE 

To add a new device:  

1. On the Devices  screen, click the Add  button . The New 

Device Configuration  dialog box  (Step 1 of 4 ) appears:  

 
Figure 93: New Device Configuration Dialog Box - Step 1 of 4 

2. Add the device name, the device IP address, and the group to 

which you want to assign the device and click Next .  

The second dialog box appears:  
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Figure 94: New Device Configuration Dialog Box - Step 2 of 4  

3. Complete the Vendor, Product, Version, and Backup Type 

fields, and click Next . The third dialog box appears:  

 
Figure 95: New Device Configuration Dialog Box - Step 3 of 4  

4. Complete the Authentication, Username, Password, (Super 

Password,) and Port fields, and click Next . The fourth 

dialog box appears:  

 
Figure 96: New Device Configuration Dialog Box - Step 4 of 4  

5. Click in the Backup Job field to select a backup job and, 

optionally, check Enable Health Checks or Enable 

Harmonization.  

6. For other than Global setting, check the Backup Retention 

field.   

Note : Leave unchecked  for  Global settings .  



 

Devices  

   

 96 

BackBox User Manual ð Version 5  

If you choose Backup Retention, two additional fields are 

displayed: one for the number of days that backups are 

retained, and one for choosing backups or setting retention 

policy.   

7. Indicate the number of days that backups are retained, or 

select Retention Policy and click the  Edit button  to set a new 

retention policy.   

8. Click Add Device  or Add & Run Device . 

DELETING A DEVICE 

To delete  a Device:  

1. On the Devices  screen, select the device to be deleted.  

2. Click the Delete button . The Delete Device  dialog box 

appears requesting confirmation.  

3. Click Yes.  

 

Devices Groups Screen  
Backups can be done on a single device or on a group of 

devices at the same time. BackBox  enables the grouping of 

devices to make backups more manageable and efficient. The 

Device s Groups  screen displays the list of devices grouped 

together for backup. Groups can be created based on vendor or 

by the d evice function such as Firewall, Load Balancer, Switch 

etc.  

The Device Groups  screen displays the device group name, 

together with information on how many devices are included in 

the group, when the group was created and when it was last 

modified:  

 
Figure 97: Devices Groups Screen 

ADDING A NEW DEVICE GROUP 

To add a new Device Group:  
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1. On the Device Groups  tab click the Add  button . The 

Device Group  dialog box appears:  

 
Figure 98: Device Group Dialog Box 

2. Specify a name for the new group, and, optionally, a short 

description. In the Site field, select the site to which you want 

to assign the group.  

3. In the list, select the devices according to name, IP add ress, or 

vendor that you want to add to the group and click Save.  

4. The group is created with the specified devices.  

EDITING A DEVICE GROUP 

To edit a Device Group, on the Device Groups  screen, click a 

device group in the list to display the Device Group  dial og box. 

Edit the group details you want to change and click Save.  

DELETING A DEVICE GROUP 

1. Select the device group you wish to delete and click the 

Delete button . The Delete Groups  dialog box appears , 

requesting confirmation.  

2. Click Yes. 
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IP Address Management  
The IP Address Management  screen displays a list of segments 

that contain IP addresses. You can create segments, add an IP to 

a segment, or edit/delete a segment. You can also synchronize 

existing devices into segments.  

 
Figure 99: The IP Address Management Screen 

ADDING A SEGMENT  

To add a Segment to the BackBox  system, in the IP Address 

Management  screen, click the Add Segment button  . 

The New Segment  dialog box appears:  

 
Figure 100: New Segment Dialog Box 

Specify a name, desc ription, IP address, subnet mask, and site for 

the segment and click Save.  

Note : IPv6 is supported.  

ADDING AN IP TO A SEGMENT 

To add IP addresses to a segment:  

1. Select the segment to which you want to add the IP 

addresses, and click the Add Addresses to Se gment button 
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 to display the Add Addresses to Segment  

dialog box:  

 
Figure 101: Add Addresses to Segment Dialog Box 

2. In the From Address and To Address fields, type addresses that 

define the range of addresses that you want to add to the 

segment.  

3. Click the Scan Range button . The addresses that fall 

within the specified range are displayed.  

4. Select the addresses that you want to add to the segment, 

and click Add . You can find specific addresses by using 

the search boxes that app ear above the list of addresses.  

Alternatively, click Add All Resolved Addresses to Segment.  

You can select the Hide Rows of Existing Addresses in Segment 

option to facilitate viewing the available addresses only.  

EDITING AND DELETING SEGMENTS 

To edit or delete a segment, select the segment, and click the 

Edit button / Delete button .  
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SYNCHRONIZING EXISTING DEVICES INTO SEGMENTS 

After creating the segments, you can synchronize existing devices 

into the segments, by clicking the Sync Existing Devices into 

Segments button .  
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Chapter 10.  Access  

Access enables you to connect to devices in the system and run 

command scripts from toolboxes that you have configured with 

Customize. As explained in the Customize  chapter, a toolbox can 

be configured for a product on the Customize  screen, which then 

enables you to write command scripts using the Customize  

screenõs Options box. Scripts can include connection commands, 

backup and restore commands, inventory commands, as well as 

health checks.  

Once you have created a toolbox and configured commands 

for it, the toolbox is listed on the Terminal  screen in Acce ss. The 

Terminal  screen enables you to connect to a device, open a 

terminal, select a toolbox, and run the commands that you have 

configured for the toolbox by selecting them and sending them 

to the terminal.  

 

Figure 102: Process of Creating and Running Command Scripts 

Connecting to Devices Using the Terminal Screen  

The Terminal  screen enables you to connect to one or more 

devices. For each device, a terminal is opened on which you can 

run commands.  

To connect to devices:  

1. On the Sidebar , click Access ; the Terminal  screen is displayed 

by default.  

2. Click the Devices  tab; a list of devices is displayed:  
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Figure 103: Devices Tab on the Terminal Screen 

3. Select devices to which you want to connect by clicking in 

the column to the left of the device.  

4. Select the method of connection: SSH, Telnet, or RDP.  

5. Edit the Port if desired by clicking the port number, and using 

the Increment/Decrement button   that appears to specify 

another port and click the Submit button  .  

 
Figure 104: Changing the Port 

6. Click the Connect button  ; a name is displayed at the 

top of the screen for each device that you selected. Clicking 

the device name displays the terminal for that device. You 

can run scripts on more than one device by clicking from 

device to device : 
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Figure 105: Terminal Screen with Multiple Devices Connected 

 

Running A Toolboxõs Command Script 
Once you connect to one or more devices, the Accessõs Terminal  

screen enables  you to run toolbox scripts on the terminal display 

for each device.  

To run commands on a device:  

1. On the Sidebar , click  Access to display the Terminal  screen.  

2. Use the Devices  tab to connect to the devices on which you 

want to run commands.  

3. At the top of t he Devices  tab, click the device on which you 

want to run commands; a terminal display for the device 

appears.   

4. On the Terminal  screen, click the Commands  tab; a list of 

toolboxes appears:  
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Figure 106: Commands Tab Listing Toolboxes 

5. Click a toolbox to display its commands. Some toolboxes 

have sections called Categories. Click the Category to 

display its commands:  

 
Figure 107: Toolbox Displaying Category and Commands 

6. To run a command , on the device õs terminal, click the 

command and right -click to display the following menu:  
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Figure 108: Command Options Menu 

7. Click Send; the command appears on the terminal display 

and is executed.  

Editing Toolboxes and Commands  
You can edit toolboxes and their commands directly on the 

Command s tab on the Terminal  screen.  

You can edit the name of the toolbox, as well as add commands 

or sections to it. Sections, called Categories help organize 

commands.  

You can also directly edit  the commands themselves.   

ADDING CATEGORIES OR COMMANDS TO A TOOLBOX 

To add a category or command to a toolbox:  

1. Right-click the toolbox to which you want to add the category 

or command. The Add Category / Command  dialog box 

appears:  

 
Figure 109: Add Category / Command Dialog Box 

2. Select a category and type a name for the category, or 

select a command and type a name for the command as 

well as the code of the command.  

3. Click Save.  

EDITING THE NAME OF A TOOLBOX 

To edit the name of a  toolbox:  

1. Right -click the toolbox you want to edit and click Edit. A 

dialog box with the name of the toolbox appears.  

2. Edit the name and click Save.  
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CLONING A TOOLBOX 

To clone a toolbox:  

1. Right-click the toolbox and click Clone. The Clone Toolbox  

dialog box appears.  

2. Edit the name of the clone as desired and click Save. The 

cloned toolbox appears in the list of toolboxes on the Terminal 

screen.  

DELETING A TOOLBOX 

To delete a toolbox:  

1. Right-click the toolbox you want to delete and click Delete. A 

Delete prompt appears.  

2. Click Yes. 

EDITING COMMANDS  

To edit a command:  

1. Right-click the command you want to edit and click Edit. A 

dialog box with the name of the command appears : 

 
Figure 110: Edit Command Dialog Box 

2. Edit the commandõs name, or the commandõs code  and 

click Save.  

DELETING A COMMAND  

To delete a command:  

1. Right-click the command you want to delete and click Delete.  

A Delete prompt appears.  

2. Click Yes. 
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Chapter 11.  Schedules  

BackBox  allows you to schedule backups and reports. Schedules 

can be set for devices or device group. They can be set to run 

daily, weekly, or monthly, and at specified times. The Schedules  

screen lists all the schedules defined in the system. Y ou can add 

more schedules to the list as well as delete any of them.  

To display the Schedules  screen, on the Sidebar , click Schedules .  

 
Figure 111: Schedules Screen 

The Schedules  screen displays the name given to the particular 

schedule, the description, the assigned site, the date the 

schedule was created, when it was last modified, and whether it 

is in use  or not . 

 

Adding a new Schedule  
You can add new schedules to the list of schedules.  

To add a new schedule:  

1. On the Schedul es screen , click the Add  button . The New 

Schedule Configuration  dialog box appears:  

 

Figure 112: New Schedule Configuration Dialog Box 

2. Fill in the fields and specify the interval and time for the new 

schedule and click Save. 
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Deleting a Schedule  
To delete one or more schedules:  

1. Select the schedule(s) you wish to delete.  

2. Click the Delete button . A prompt appears requesting 

confirmation.  

3. Click Yes.  
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Chapter 12.  Notifications  

BackBox  is designed to send notifications to specified people 

when a backup or report is completed,  failed to complete , or is 

suspected of failing to complete . The Notifications  screen enables 

you to review and configure notifications and alerts.  

To open the Notifications  screen , on the Sidebar , click 

Notifications . The Notification Alerts  screen is displayed:  

 
Figure 113: Notification Alerts Screen 

The screen displays a list of alerts, and includes the followin g:  
Table 11: Notification Alerts Columns 

Field Description 

Type  Type of alert 

Digest  A short digest of what the alert is about 

Description  A more detailed description of the alert 

Fire Time  When the alert was generated  

Severity  The Severity of the alert (Critical, Warning, etc.)  

Acknowledge 

By clicking the Acknowledge button , 
you indicate that you are aware of the alert. You can 
also click the Acknowledge All button 

 at the top of the screen to indicate 
that you have seen all the alerts listed. 
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Configuring Jobs Notifications  
You use the Jobs  Notification screen to set up notifications. The 

screen displays the n ame of the notification, whether the 

notification  is to be sent via E -mail and/or Syslog, SNMP, HTTP, 

and/or Alerts. It further displays  the site to which the notification is 

to be sent, when it was created, when it was last modified and 

whether it is in u se. You can add a new notification as  well as edit 

or delete an existing one:  

 
Figure 114: Jobs Notifications Screen 

ADDING A NOTIFICATION 

To add a notification:  

1. On the Jobs Notification s screen, click the Add  button . The 

New  Notification  Configuration dialog box  appears : 

 
Figure 115: New Notification Configuration Dialog Box 

Table 12: New Notification Configuration Fields 

Field Description 

Name Name of the notification  

Email/Syslog/Snmp/Http/Alerts 
Select the way you want the notification to be 
received. 

Site 
The site to which the notification will be 
available. 
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Field Description 

Available Recipients 

The people available to receive notifications (of 
the backup). Note that you can type criteria in 
the Filter box to shorten the list. Those who are 
to be notified must be moved to the Selected 
Recipients box. Select the names of people 
who are to receive the notification and click the 

Include button  to move them into the 
Selected Recipients list.  

Selected Recipients 

Displays names of people that will receive 
notifications. Note that you can type criteria in 
the Filter box to shorten the list. To remove a 
name from the list, select the name and click 

the Exclude button .  

 

2. Complete the fields and click Save.   

EDITING A NOTIFICATION 

To edit a notification in the list, select the notification and click 

the Edit button  to display the n otification õs dialog box. Edit 

the settings and click Save.  

DELETING A NOTIFICATION 

To delete a notification, select the notification you want to delete  

and click the Delete button .  

TESTING A NOTIFICATION 

Clicking the Test button  in a notificationõs dialog box, 

enables you to send a test notification to the specified recipients.  
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Chapter 13.  Authentication  

The administrator gives permission  to  BackBox  users to access the 

system. Before accessing the system, users are required to 

authenticate themselves via their usernames and passwords. The 

administrator assigns the passwords, and in some cases,  an extra 

password.   

To access the Authentication  screen,  on the Sidebar , click 

Authentication . The following screen appears:  

 
Figure 116: Authentication Templates Screen 

Authentication Templates  
BackBox  allows you to create templates for authenticating users 

to access the system, and s pecify their level of access. For 

example, some users have complete access to the system while 

others are restricted to certain notifications or devices. Some may 

be able to modify reports and notifications, while others are only 

allowed to receive them.  

BackBox  displays the existing authentication templates on the 

Authentication Templates  screen. The screen displays when the 

template was created, last modified, the site to which it applies, 

and whether it is currently being used  or no longer in use . 

You can also add and delete templates.  

ADDING AN AUTHENTICATION TEMPLATE 

To add an authentication template:  

1. On the Authentication  Template screen click the Add button 

. The Authentication Te mplate dialog box appears:  
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Figure 117: Authentication Template Dialog Box       

2. Complete the fields as detailed in the following table and click 

Save. 

 
Table 13: Authentication Template Fields 

Field Description 

Name The name given to the template 

Description A short description of the template (optional) 

Username Username of the person authorized to access the system 

Password Required for authentication 

Extra Password 
The administrator determines if an extra password is 
required. 

Site The site to which the template is assigned 

SNMP Community The SNMP community to which the template applies 

 
The Add Devices button  enables you to add devices for 
which the template will apply.  

 
The Remove Devices button  enables you to remove 
devices from the template. 

 
The Filter button  enables you to filter the devices listed 
in the Authentication Template dialog box.  
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DELETING AN AUTHENTICATION TEMPLATE  

To delete an Authentication Template, in the Authentication 

Templates  screen:  

1. Select the template(s) you wish to delete and click the Delete 

button . 

A prompt appears requesting confirmation.  

2. Click  Yes.  

AUTHENTICATION SERVERS 

You can specify RADIUS and LDAP authentication parameters on 

the Authentication Servers  screen:  

 
Figure 118: Authentication Servers Screen 

BackBox Users 
All authorized BackBox  users must authenticate themselves to 

access the system. Specific information about users must be 

detected for the system to recognize them and their level of 

access.  

 

The BackBox  Users screen is where the userõs pertinent identifying 

information is entered, including E -mail, password, the specific 

authorizations they have been granted, and whether they are 

authorized to receive notifications. To display the BackBox Users  

screen, on the Sidebar , click Authentication , then click BackBox  

Users. 
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Figure 119: BackBox Users Screen        

The BackBox Users  screen displays a  list of users with BackBox  

access , along with their u sername s, E-mail s, sites, role s, whether 

they r ec eive notification, and type (i.e. local, notification, RADIUS, 

and LDAP). The administrator  can add, edit, and delete users.   
Table 14: BackBox Users Fields 

Field Description 

Name Name of the user 

Username Name to identify the user in the system. 

Email Address Userôs E-mail address 

Site The sites to which the user is connected. Users will be 
able to view all information for the specified sites.  

Role The roles to which the user is assigned. For example: 
Administrator, Backup Operator, Backup Monitor. 

Notification Indicates whether the user receives notifications. 

Type User-defined types assigned by the administrator. 

ADDING A NEW USER 

To add a new user:  

1. In the BackBox Users  screen, click the Add button  to 

display the Add a New User  screen:  
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Figure 120: Add a New User Dialog Box 

2. Select a type, and specify a name, user name, password, 

confirm password, and an E -mail address.  

3. Specify whether the user is to receive system alerts by clicking 

the Receive System Alerts button . 

4. Select a notification type: Details or Summery.  

5. Select a role. For example: Administrator.  

6. Select a site by clicking the the Sites field to display a list of 

available sites.  

EDITING A USER 

To edit a user, in the BackBox Users  screen, click the u sername  to 

display the Edit User dialog box for that user and edit the fields. 

Click Save.  

 

User Roles 
The User Roles screen enables you to create a user role, such  as 

Administrator, and configure permissions for the role. Permissions 

can be configured for each part of the BackBox  system. For 

example, you can configure a role so that someone with that role 

can add or edit a device, or delete a backup, etc.  

 

To display the User Roles screen, from the Sidebar , click 

Authentication , then click User Roles: 




















































































































